advertise in the local press (Passas, 1999, page 20) . (3) However, the defining aspect of informal money transfers is that they escape the formal accounting procedures of national governments and international institutions (Choucri, 1986, page 697) . In contrast, money transfers done by international banks are formally recorded in the respective countries' balance of payment figures.
In the wake of September 11, hawala became discussed in the international press as`a banking system built for terrorism'' (Ganguly, 2001) . One of the first articulations of this argument can be found in a September 26 article in the New York Times by William Wechsler, a former US Treasury official and director for Transnational Threats on the US National Security Council during the Clinton administration.``It is wrong to think of al Qaeda as being financed primarily by Mr. bin Laden'', Wechsler (2001, page A19) wrote,``More important is al Qaeda's global network of financial donors, Muslim charities, legal and illegal businesses, and underground money transfer businesses''. The image of a vast unregulated and underground money-transfer network at al Qaeda's disposal became widespread in news reports after the attacks. In Time magazine hawala was described as an``international underground banking system that allows money to show up in the bank accounts or pockets of men like hijacker Mohammed Atta, without leaving any paper trail'' (Ganguly, 2001) . Similarly, the Far Eastern Economic Review wrote that Asia's``vast underground banking system'' was`t he likely channel bin Laden used to transfer his cash'' (Granitsas, 2001) . Similar discourses of hawala can be found in government statements and policy documents. In the Hearing on Hawala and Underground Terrorist Financing Mechanisms before the US Senate in November 2001, Chairman Evan Bayh (2001) said in his opening statement:`I n this war against terrorism, one of the most critical battles will take place not in a foreign land, but in the financial world, as we seek to paralyze terrorist activities by cutting off the head of groups like al Qaeda. ... One system which bin Laden and his terrorist cells use to covertly move funds around the world is through`hawala', an ancient, informal, and widely unknown system for transferring money. _ Although most Americans have never heard of hawala, that system almost certainly helped al Qaeda terrorists move the money that financed their attack on the World Trade Center and the Pentagon.'' When the Bush administration closed down a number of US-based hawaladars on November 7, 2001, President Bush stated:``The entry points for these networks may be a small storefront operation. _ But follow the network to its centre, and you discover wealthy banks and sophisticated technology, all at the service of mass murderers. By shutting these networks down, we disrupt their murderous work'' (quoted in (3) Hawala works roughly as follows: if, for example, a migrant worker in the USA wants to send money to family in Pakistan, the worker can bring the money (for example, US $100) to a hawaladar in the USA. The US hawaladar (hawaladar A) will send a message (by telephone, fax, or e-mail) to his or her contact in Pakistan (hawaladar B). Hawaladar B then hands over the money (minus a commission) to the migrant worker's family (in Pakistan rupees), after the Pakistani family member has identified himself or herself (not necessarily through formal identification, such as a passport, but with the knowledge of, for instance, a code word). The transaction may be completed in as little as twenty-four hours. The hawaladars profit by charging a commission for the transfer.
Hawaladar A will now owe the amount of the transfer to hawaladar B. This debt will be settled in the long term, but may remain outstanding for a while. Money transfers between the hawaladars in the opposite direction (for instance, by parents sending money to children studying abroad) may offset some of the debt. Eventually, the hawaladars may settle their debt through the underinvoicing or overinvoicing of shipped goods (that is, hawaladar A sends goods to hawaladar B, but charges US $100 less than the actual value of the shipment). The hawaladars may also settle their debts through international bank transfers, or by payments in cash or gold (Jost and Singh Sandhu, 2000) . Gordon and Powell, 2001) . As a final example, a Harvard Law School paper on terrorist financing writes of hawala:``These systems have generally survived to the present day _ because of the benefits they offer for illicit finance. _ Hawala systems have also been linked to narcotics, trafficking in human beings, terrorism, corruption, and smuggling'' (Gillespie, 2002, pages 8^9; compare also Thachuk, 2002) .
In press reports and political discourse, hawala became stereotyped as taking place in shabby, smoky, dark, and illegal places. For example, Michelle Cottle's search for hawala offices in Washington, which was published in both The New Republic magazine in the USA and The Guardian newspaper in the United Kingdom, opens with the following setting:`T he landing is dark, and the door to the officeöostensibly a travel agencyöis unmarked, save for a sticker proclaiming`I love Pakistan'. Outside on the street, small clusters of men lounge against cars and in doorways, calling out to passers-by. Inside, one rickety flight of steps up from Trina's Hair Gallery, the air is silent and stale. I obey a tiny sign, faintly visible in the gloom, instructing visitors to`ring bell'. Then I waitö10, 20, 40 secondsöuntil a pair of gold-rimmed glasses appears in a small, arched window above the door. I wave and smile. A lock clicks and the door opens several inches, dropping a thin streak of light onto the dingy green carpet.`I'm looking for the money transfer place ... ', I explain, my voice trailing off as a middle-aged Pakistani gentleman eyeballs me wearily'' (Cottle, 2001) . The investigations of Time reporter Meenakshi Ganguly (2001) also took her to à`s moked-filled ... office'', this time in the``labyrinthine depths of old Delhi, where the lanes are too narrow for even a rickshaw [and] men drink tea and chat in shabby offices''. In the New York Times it is reported that, in a Kandahari bazaar,``many hawala dealers are concentrated in a five-story concrete building that resembles a bunker, its interior dark and its offices lighted by dim bulbs'' (Frantz, 2001) .
I argue that stereotyping hawala as a dark and illegal space has implicitly constructed Western banking as the normal and legitimate space of international finance and has deflected calls for regulation of Western investment banking. Meanwhile, more than two years from the World Trade Centre attacks, a nuanced and integrated understanding of the meaning and functions of hawala within global financial networks is still lacking. In this paper, I take some first steps towards offering such an understanding. Rather than being a parallel system or an``underground banking'' network (Miller, 1999) , hawala is connected to the institutions and practices of Western banking in a myriad of ways. In particular, I discuss how hawala is connected to the financial exclusion of migrant workers in the West. In the war on terrorist finance, discourses of hawala have led to the underestimation of the complexity of cutting off terrorist funding, while criminalising remittance networks.
In the first part of this paper, I examine the portrayal of hawala in the Western press and policy discourses and argue that an understanding of financial history demonstrates a close kinship between hawala and Western banking. In the second part I discuss hawala in relation to financial exclusion in the West, and critically examine Bush's financial-policy measures that followed the September 11 attacks. I conclude by discussing how the analysis offered here supports alternative policy measures to the ones taken in the war on terrorist finance.
Hawala, trust, and financial history One of the main issues to be noted in the Western press and political discourses, which supposedly distinguishes hawala from Western finance, is the fact that hawala is based on trust and reputation, and leaves no records of its transactions. The image of international financing``without leaving any paper trail'' (Ganguly, 2001 ) became ubiquitous in reports on hawala. Hawala, it was noted in the Far Eastern Economic Review, is``a system based on trustöand cashöthat leaves almost no paper trail. _ It's better than the modern banking system and it's untraceable'' (Granitsas, 2001) . In December 2001 Kenneth Dam, Deputy Secretary of the US Treasury, wrote in the Financial Times that the international coalition against terrorism should pay attention to hawala in its efforts to``[hunt] down dirty cash'', because``terrorists move money through the hawala system, an ancient, trust-based way of moving money leaving virtually no trace'' (Dam, 2001) .``All that hawala requires is trust'', Time magazine wrote,``and that, ironically, is why it thrives in the underworld'' (Ganguly, 2001) . As one hawala broker told Ganguly in response to the question of whether hawala debts are ever denied or defaulted:``No one cheats. ... The small gain would not be worth the bigger price. ... You will lose respect, and for a man, honour is his most important asset'' (Ganguly, 2001; compare also Behar, 2002; The Economist 2001) .
Leaving aside the question whether hawala is really paperlessöCottle (2001), for example, notes the use of a`fat ledger' by the hawaladar she visits in Washingtonöit can be debated whether the principles and practices of hawala are really that different from those of Western banking. Reliance on trust and reputation, which are now portrayed in the press as deviant aspects of informal and criminal finance, have always played an important part in Western banking itself. The etymological origins of the very concept of credit, on which Western banking is based, illustrate this point (de Goede, 2000, page 60) . Credit, from the Latin credere, signifies belief, faith, and trustöa person being worthy of trust, or having the reputation to be believed. Originally, as Craig Muldrew (1998, page 3) has documented, to be a creditor was possible as a function of social and moral standing:``credit was extended between individual emotional agents, and it meant that you were willing to trust someone to pay you in the future _ . [T] o have credit in a community meant that you could be trusted to pay back your debts.'' Similarly, Nigel Thrift documents the historical importance of thè`n arrative of the gentleman'' to London's financial district. This was one way in which the worth of people and practices was assessed: it was``a widespread narrative based on values of honour, integrity, courtesy, and so on, and manifested in ideas of how to act, ways to talk [and] suitable clothing'' (1994, page 342) .
But it is not just early-modern credit which was generated through social and discursive networks of reputation and authority, to be progressively displaced by modern scientific methods of credit creation. Trust, reputation, and authority are at the heart of the operation of international finance today. Anthropologist Anna Hasselstro« m (2000, page 261), for example, found in her interviews with financial traders and brokers in New York and London that they often use``the concept of trust ... when reflecting over, explaining and analysing certain aspects of their daily lives''. Precisely because financial markets are``characterised by a high multilevel degree of uncertainty'', Hasselstro« m (page 268) argues, face-to-face interaction and personal contacts are of vital importance in creating trust between financial participants. The importance of trust and reputation in modern financial markets is further illustrated by David Bushnell, head of Global Risk Management at Citigroup, who testified before US Senate in July 2002 on the relations between Citigroup and Enron.``While we regret our relationship with Enron'', Bushnell (2002, pages 3^5) said in his opening statement,`w e acted in good faith at all times. Our employees, including the bankers who are here today, are honest people doing honest business. _ We pride ourselves on our reputation for being an institution with integrity.'' Bushnell (page 4) went on to stress that all Citigroup's dealings with Enron had been evaluated and approved by the appropriate committees, which have the task of ensuring that Citigroup protects its``reputation for high-quality financings and retain[s] investor confidence''. Bushnell's emphasis on the honesty, integrity, and reputation of Citigroup illustrates how trust is not just an aspect of hawala and early-modern finance, but sits at the heart of global finance today. (4) Thus, some of the principles and practices of Western banking are not all that different from those of hawala. In fact, it can be argued that what hawala is vilified for (speed, trust, paperlessness, global reach, fluidity) are precisely the attributes that modern globalising investment banking aspires to. Bill Maurer (1999, page 375) discusses how, in the early 1970s, the use of paper shares in financial markets became seen as hampering market liquidity and as being``too slow for contemporary capitalism''. Paper certificates were critiqued as being the``Damocles sword hanging over the growth of our markets'', and the creation of a national stock-clearance system in 1976 promised to end the era in which``flocks of messengers scurried through Wall Street clutching bags of checks and securities'' (quoted in Maurer, 1999, pages 377, 379) . Paperless trading, then, is seen as key to the growth of contemporary financial markets, and as Philip Cerny (1997, page 157) points out:``the expansion and globalisation of the financial services industry in recent years has been virtually synonymous with the rapid development of electronic computer and communications technology, which transfers money around the world with the tap of a key.'' By comparison, Citigroup's website advertises its Global Securities Services arm as``a global leader in cross-border transaction services. _ With a leadership position in virtually every market served, Citibank Global Securities Services offers clients a full spectrum of custody, trust and safekeeping services'' (Citigroup, 2002a) . Citigroup further advertises itself as``an Economic Enterprise'' with``a global orientation, but with deep local roots in every market where we operate'' (2002b). In short, then, hawala operates with a logic of paperlessness, speed, trust, and local knowledge that is highly valued in Western enterprise discourses (compare Weber, 2002, pages 142^146) .
Furthermore, the dividing line between`normal' financial institutions and hawala is not as clear-cut as many newspaper reports suggest. Terrorist financing relies upon a combination of financial channels, which includes regular accounts with major Western banks and money-transfer services.``Al Qaeda has been able to move money around the world through ... [a] network of banks that ... have included France's Credit Lyonnais, Germany's Commerzbank, Standard Bank of South Africa and Saudi Holland bank in Jeddah in which ABN Amro of the Netherlands has a forty percent stake'', the Financial Times has reported (Willman, 2001 ). In addition, shortly after September 11 it emerged that the US-based money-transfer system Western Union Financial Services had been used for the transfer of terrorist funds, most notably when Atta made four money transfers to the United Arab Emirates, thought to be money left over from the preparations of the attacks (Business Week 2001).
More generally, criminal financial activity within established international banks is on the increase, and can be considered, according to Lawrence Malkin and Yuval Elizur (2001, page 14) , as``the dark side of financial globalisation''. Malkin and Elizur document a number of recent cases in which the biggest Western banks such as Citigroup have been involved in money laundering and other fraudulent activities, including harbouring the money of corrupt Nigerian dictator Sani Abacha. They quote one former private banker who testified before the US Senate as saying:``the private banking culture is essentially`don't ask, don't tell' '' öexactly the kind of culture that the hawala network is being vilified for (Malkin and Elizur, 2001 , page 15). Malkin and Elizur (pages 20^22) conclude:``The United States ... has become the largest repository of ill-gotten gains in the world.'' Indeed, the construction of categories of harmful (4 financial activity in current money-laundering initiatives is highly politicised, according to Vincent Sica (2000) . Western banks' willingness to receive flight capital from elites and corrupt regimes in Africa or Latin America, Sica argues, suggests that``money laundering is a term of opprobrium to describe the movement of money to or from undesirable persons, organisations or countries'' (Michael Levi, quoted in Sica, 2000, pages 55^56; see also Naylor, 2002) .
The focus on hawala in the news and political discourse and the negative stereotyping of hawala networks, then, have had a dual effect in the wake of the September 11 attacks. First, the alignment between hawala and financial crime has provided an understanding of terrorist money as an`alien' problem. Although hawala offices are recognised to exist within the United States, they are seen as originating from and properly located within the black markets of Pakistan and the bazaars of Delhi, as some of the quotes above demonstrate. In the context of Bush's`war on terrorism', it is crucial that the enemy can be identified and isolated instead of being present within US institutions and practices in complex ways. As Patrick Jost (2001), a former official of the Financial Crimes Enforcement Network of the US Treasury, testified before the US Senate:``h awala behaviour' lies well outside the cultural experience of most US investigators. Hawala is a system where large amounts of money are handed over without receipts, confirmation numbers, or identification. Hawala transactions take place in the context of a large network unlike a`traditional' corporate structure. The business of hawala is conducted informally, with little in the way of overhead and almost nothing in the way of regulatory infrastructure, making it, in this respect, nearly the antithesis of banking.'' The understanding of hawala as the antithesis of`normal' banking has created a financial enemy which is recognisable as`other', even if it is not always easily found or attacked. This discourse has facilitated drawing``the lines of superiority/inferiority between us and them'' in the war on terrorist finance (Campbell, 2002, page 6) .
Second, the identification of hawala as a major and perhaps the main source of terrorist financing has served to deflect attention away from money-laundering practices within the big international financial institutions, and has in the long term been able to diminish the perceived urgency of the regulation of Western banking. The point here is not so much that policymakers have deliberately targeted hawala in order to distract from malfeasance in Western banks, but more subtly that the portrayal of hawala as an illegitimate and underground space implicitly produces Western banking as the legitimate and normal space. In the war on terrorist finance, hawala has become what Susan Bibler Coutin, Bill Maurer, and Barbara Yngvesson (2002, page 810) call the``sovereign exception'', or the outside of global finance, which simultaneously produces its inside, or``the very space in which the juridico-political order can have validity''. In other words, the underground, dark, and illegitimate sphere of hawala and the legitimate, lawful, and normal sphere of Western banking are mutually constituted. (5) (5) A similar argument has been made with regard to how offshore finance is imagined in debates on money laundering. Offshore, is not, as Ronen Palan (1998; has argued, a lawless area external to or far removed from the legal order of the sovereign state. Rather than existing as two distinct geographical spaces with clear boundaries, offshore and onshore are mutually constituted juridical constructs brought about by accounting procedures, and``boundaries that exist are relative and fluid, defining a position of differentiation within the regulatory realm of the state'' (1999, page 21). The`fictitious space' of offshore simultaneously creates onshore as the normal, legitimate, and lawful space of global finance (Roberts, 1994) .
I make this argument despite the fact that the Bush administration's response to the September 11 attacks included promises of quick and harsh actions against criminal activity within the global financial system. The Bush administration's financial response to the September 11 attacks was regarded as a``sea change'' compared with its earlier positions on financial regulation. Prior to September 11, the Bush administration was reluctant to support new money-laundering laws, and did``not want to pressure international banks in the United States and elsewhere to open their books'' (Weiner and Johnston, 2001 ). However, financial regulation has become a key component in the war on terrorism, and Thomas Biersteker (2002, page 83) notes a``significant change of will'' on the issue of international financial regulation and anti-money-laundering legislation.
On September 23, 2001, President Bush issued an Executive Order on Terrorist Financing, which was intended to``starve terrorists of their support funds'' and which expanded the Treasury Department's power to``target the support structure of terrorist organizations, freeze the US assets and block the US transactions of terrorists and those that support them'' (White House, 2001a) . The order was accompanied by a list of names of individuals and organisations who were to be targeted internationally under the executive order. In addition, the USA Patriot Actöpassed by Congress on October 24, 2001 ö included the International Counter-Money Laundering and Financial Terrorism Act. This act, amongst other measures, requires US financial institutions to terminate accounts with foreign shell banks in offshore financial centres, and requires all financial institutions to develop anti-money-laundering programmes (Dam, 2002 , page 1). In April 2002, the US Treasury used the Patriot Act to extend reporting requirements to mutual funds, securities brokers, and commodities traders (Schepp, 2002) . The Financial Action Task Force (FATF)ö the OECD organisation founded in 1989 to combat money laundering ö was given an expanded mission in October 2001, and became the main international organisation to combat terrorist financing. The FATF released eight special recommendations on terrorist financing, which included increased reporting requirements for financial institutions, but also the licensing of informal money-transfer networks and increased regulation of nonprofit organisations. (6) The financial response to September 11, it can be argued, provided à`w indow of opportunity'' for those in favour of international financial regulation and anti-money-laundering efforts (Biersteker, 2002, page 83) .
However, one year on from the attacks the war on terrorist finance seemed to have progressed very little. The list of twenty-seven individuals and organisations released with Bush's executive order on terrorist financing in September 2001 has caused controversy. The reliability of the list has been questioned because many of the Arabic names were misspelled, and some of the persons on the list turned out to be dead.``The spelling of names is a nightmare'', one banker is quoted in the Financial Times,``there's no correct equivalent of Arabic names. Many of those listed [in the Executive Order] are very common names or noms de guerre'' (Peel and Willman, 2001 ). In addition, the FATF's eight special recommendations on terrorist financing are not yet implemented by most countries, including the USA and other G7 countries (The Economist 2002). Indeed, in September 2002 a report by the special UN monitoring group on al Qaeda concluded:``No one should doubt that al Qaeda continues to have sufficient resources at its disposal to carry out its operations in many areas of the world and to plan and (6) The FATF's special recommendations on terrorist finance can be found at: http://www.fatf-gafi.org/ SRecsTF en.htm. launch further terrorist attacks. We cannot overstate the risks posed by al Qaeda, nor should we understate the complexity of the task remaining in cutting off its funding.'' (7) If a window of opportunity existed in the wake of September 11 for new international financial regulation in general and the closing down of tax havens in particular, the focus on hawala in media and political discourse has deflected such opportunities. Although legislative action in the wake of September 11 included tough new measures on all financial institutions, one of the few concrete actions taken by the US administration in its efforts to combat terrorist finance has been the closing down of the Somali-based hawaladar al-Barakaat. As I will discuss in the next section, the closing of al-Barakaat forced to the surface a number of issues concerning the politics of financial exclusion that provide an alternative understanding of hawala, which has been obscured by the reputation of hawala as a banking system`built for terrorism'. Al-Barakaat transfers money for the Somali diaspora according to the principles of hawala as explained in footnote 3. However, al-Barakaat was a large company and its activities included the provision of Internet and Islamic banking services in Somalia. It is thus not easy to say whether al-Barakaat was either a hawaladar or a bank, because it incorporated elements of both, and because the dividing line between the two is problematic in the first place.
a Somali-born Canadian citizen, who ran Barakaat North America (Davila, 2002; Hench, 2002) .
However, soon after the November 7 actions, international complaints against the closing of al-Barakaat were published. It transpired that al-Barakaat was the only bank, the largest employer, and the only Internet provider in war-torn Somalia. The bank offered international money transfers to the Somali diasporaöfor example, to Somali families living in the USA sending money to relatives in refugee camps. The actions against al-Barakaat``made it harder for Somalis and other immigrants to send money to destitute family members in Africa'', one journalist noted (Hench, 2002) . The day after the closure of al-Barakaat, Abdullahi Hussein Kahiyeh, general manager of the al-Barakaat group, denied having links with Osama bin Laden and told the BBC that he would welcome aǹ`o pen and transparent'' investigation into the activities of the group (BBC, 2001 ). The French magazine L'Express reported that the closure of al-Barakaatö``the economic heart of Somalia''öhas reinforced anti-American sentiment with Somalia's population, who are still waiting to see the proof against the bank (Gylde¨n, 2001) . Aid agencies expressed worries that closing the bank``could push the country, already reeling from civil war and famine, into the hands of extremists'' because``remittances are the country's largest source of foreign exchange, estimated at [US]$500m a year, and dwarf foreign aid flows''.``In the region we work'', Elkhidir Dahoum, Save the Children's Somalia programme manager told the Financial Times,``50 percent of people are completely dependent on these funds'' (Turner and Alden, 2001 ). The US $1.9 million that Dam boasted to have seized included remittances frozen in transit, meaning that large amounts of capital never reached their destination. Al-Barakaat's closure``greatly affected investment and labour opportunities in southern Somalia and crippled the construction and transportation sectors'', it was noted in an AfricaOnline article in April 2002.``The humanitarian impact of the closure [of al-Barakaat] has been great'', this article concluded (Onyango, 2002) .
More generally, international remittances from migrants working in the West to their countries of origin represent important and underresearched international financial flows, through which the forms and functions of hawala are more properly understood. (9) Although information and statistics on international remittances are incomplete for obvious reasons, it is estimated that in many developing countries total remittances exceed the amounts and importance of international development aid. A recent World Bank report notes that``remittance flows are the second largest source, behind [foreign direct investment] of external funding for developing countries'' and that``remittances are ... more stable than private capital flows'' (World Bank, 2003, page 157) . To give some examples, it is estimated that Latin America received US$18 billion from US residents in 2001 through wire-transfer companies, which are now under investigation as part of the war on terrorist finance. In several countries, including El Salvador and Nicaragua, remittances represent more than 10% of gross domestic product, and in Mexico the value of remittances exceeds both tourism and agriculture revenues (Hendricks, 2002) . By comparison, an International Labour Organisation (ILO) study on remittances to Bangladesh found that in some rural areas of that country almost all families receive remittances, mainly from Saudi Arabia and Singapore, and that remittances constitute an average of 51% of the total income of these families (Siddiqui and Abrar, 2001 , pages iii^iv). Another ILO study found that a large part of remittance income in recipient families is used for``daily expenses such (9) The term`remittances' is traditionally used to discuss international money transfers by migrant workers that are recorded in formal accounting procedures (Choucri, 1986) . It is widely agreed, however, that the recorded flows are a fraction of actual money transfers, and here I use the term remittances to refer to both recorded and unrecorded money transfers.
as food, clothing and health care'', as well as for improving housing and buying land (Puri and Ritzema, 1999) . (10) There has been little study of how exactly remittances reach their destination and what their relation is to global finance, but it is clear that hawala and other informal money-transfer networks are indispensable to remittance flows, in particular to Africa and Asia. The ILO study on Bangladesh found that 40% of remittances take place through hundi (compared with 46% through official banking channels). According to this study, the average costs of sending remittances through hundi or hawala is significantly lower than those of sending the money through Western banks or money-transfer companies such as Western Union. If we add the total transaction costs on the sending and receiving ends, sending money through hawala could half the costs (Siddiqi and Abrar, 2001, page v) . The amounts of remittances by migrant workers are typically small, and the percentage taken by money-transfer services averages 13% (but can be up to 20%) of the amount transferred, whereas hawala dealers typically charge a commission of less than 5% (The Economist 2001, page 97; World Bank, 2003, page 165) .
However, it is important to note that costs are not the only, nor perhaps the most important, factor in the use of hawala by migrant workers. Migrant workers may be excluded from Western banking and`legitimate' money-transfer institutions for a complexity of reasons, including a lack of required paperwork in order to open a bank account (most importantly in the case of illegal immigrants), lack of language skills, lack of a formal education and the skills required to understand and fill out banking documents, and a distrust or fear of banks and other unfamiliar financial institutions (Al-Suhaimi, 2002, page 77) . In Western countries in general, and in the USA in particular, opening a bank account is a complicated process which requires a number of official documents. In the USA, customers have to pay a fee in order to maintain a bank account, and account holders can be penalised for having bank balances below minimum requirements. In fact, financial exclusion of migrants has been exacerbated in the USA as a result of the Patriot Act, which requires additional identification of foreign nationals wishing to open bank accounts. John Herrara of the World Council of Credit Unions expressed concern before a Senate Hearing in February 2002 that the requirements of the Patriot Act result in``many banks not welcoming immigrants'', who would be forced to``head back to the usurious practices of money transfer companies, check cashers and payday lenders '' (2002, pages 2^3) .
Finally, it is important to note that the services offered by Western banks for international money transfers are wholly inadequate: they are costly, time-consuming, and not designed for small individual transactions. As the World Bank (2003, page 165) notes, banks have not shown much interest in workers' remittances in the past. Rahim Bariek, a US hawala broker originally from Afghanistan, told the US Senate during a Hearing on Hawala of the difficulty of sending money to Pakistan through`legitimate' channels:`I n 1997, I wanted to send money to my father-in-law in Pakistan. I went to my local branch of Chevy Chase Bank to wire the money. The bank told me that there was no way that they could guarantee a money transfer to Pakistan, because there is a great deal of corruption in the formal banking system in Pakistan and money often disappears. I tried to send a money order, but it was stolen from the mail. The only way that I could get the money to my father-in-law in Pakistan was through a hawala. It was safe, faster and cost less '' (Bariek, 2001 ). The rural areas in, for example, Afghanistan and Pakistan from which migrant workers originate are often not connected to Western banking networks. In the Muslim world, a professor at Georgetown University testified before the same Senate hearings,``cash remains the preferred medium for settling transactions. _ Banking institutions are concentrated in urban centres and cater mainly to the needs of governments and elite segments of society'' (Yousef, 2001) . In addition, an International Monetary Fund (IMF) assessment of hawala points to the gender dynamics at work in some migrant workers' use of hawala, as hawaladars``known in the village and aware of the social codes'' would make it possible for women receiving remittances to avoid dealing directly with banks (El-Qorchi, 2002, page 33). These are reasons why the often used term`alternative' banking systems is inappropriate, according to Nikos Passas, an expert in white-collar crime at Temple University who undertook a study of remittance networks for the Dutch Ministry of Justice.``The reasons why I am reluctant to use _ the word`alternative' '', Passas writes (1999, page 11),``are that some of these systems predate the conventional banking systems and because in many parts of the world these`alternatives' are actually the rule öthe formal banking system is the exception, the`alternative' system''. In fact, the United Nations, the European Union, and international aid agencies have at times used hawala networks, including al-Barakaat, in order to transfer money to (rural) areas where Western banks are absent (Karimi, 2002; Turner and Alden, 2001) .
Under these circumstances, hawala and other informal money-transfer networks offer services that are fast, cheap, and reliable compared with other possibilities. Although hawala and other money-transfer networks may sometimes be used for criminal purposes, including the laundering of drug profits, Passas (1999, page 67) found that their criminal use has been exaggerated in press and policy documents, and that they do not``represent a money laundering or crime threat in ways different from conventional banking or other legitimate institutions''. Passas (1999, page 4) warns that criminal law appears to be the``least effective way of dealing with'' informal money-transfer networks, that measures against these networks``may give the impression that the cultural traditions underpinning [them] are unfairly attacked'', and that extending money-laundering legislation to remittance networks would needlessly criminalise their clients.
It certainly seems to be the case that the actions against al-Barakaat needlessly criminalised Somali immigrants in the USA, while proof of al-Barakaat's links with al Qaeda remains tenuous. In April 2002 an unidentified senior US official was quoted in the New York Times as saying of the closure of al-Barakaat:``This is not normally the way we would have done things. _ We needed to make a splash. We needed to designate now and sort it out later'' (Golden, 2002, page A10) . The same New York Times article goes on to report that the evidence against al-Barakaat hinged on its connection to the Somali Islamist movement al Itihaad, which``emerged from the widespread Somali opposition to Muhammad Siad Barre, the American-backed dictator who fell in 1991'' (page A10). Al-Barakaat's precise connections to al-Itihaad remain, however, unspecified, and al-Barakaat's founder denies supporting the Somali movement. In fact, Tim Golden (2002) goes on to report, the most concrete evidence available against al-Barakaat at the time of its closure on November 7 was provided by the US Customs Service, which had uncovered``several instances in which Somali immigrants who were involved in welfare fraud or drug-dealing had used the company to send money home''. In February 2002 GroenLinks, the Dutch Green Party ö coalition partner at the time öput questions to the Dutch Parliament on the basis of a visit to Somalia. The Green Party argued that the Somali population had become the victim of the sanctions against al-Barakaat, demanded to know whether the Dutch government had seen evidence against al-Barakaat, and argued that the Somali people have the right to see this evidence, given the importance of the bank for the Somali economy and society (Karimi, 2002) .
Moreover, the evidence against the Somalis targeted in the November 7 operation in the USA and elsewhere has been questioned. In July 2002 Mohamed Hussein, arrested in the November 7 raids, was found guilty of running an unlicensed hawala and was sentenced to one and a half years in prison and two years of supervised release (US Treasury, 2002, page 38) . Hussein was convicted because his money-transfer business did not have a licence in Massachusetts where it operated, and no mention of terrorism or terrorist financing was made in his indictment. Hussein's conviction is, so far, one of the few under the Patriot Act, which specifically provides that no proof was required that Hussein even knew of the licensing requirement (US Treasury, 2002, page 9) . Meanwhile, a Canadian judge has refused to extradite Hussein's brother Liban, and the Canadian Foreign Ministry stated that``Canada has concluded that there are no reasonable grounds to believe Mr. Hussein is connected to any terrorist activity'' (quoted in Cassel, 2002) . Further, the US government has been forced to drop the charges against Garad Jama, a US citizen of Somali descent, who was accused of having terrorist connections because he ran the Aaran money-transfer business in Minneapolis (Tapper, 2002 ). Jama's business was raided as part of the November 7 operation, his assets were seized, and his name was associated with terrorism on the news. However, in August 2002 the US government admitted it had no evidence against Jama and requested the removal of Jama's name and that of six other individuals and businesses from the UN sanctions list of alleged terrorists (Nelson, 2002) . But, at the time of writing this paper, Jama's name could still be found on the website of the US Treasury and OFAC in connection with terrorism and money laundering. (11) Finally, Sweden has dropped proceedings against three Somali-born Swedish citizens whose assets were frozen and whose names were placed on the UN terrorism list because they run al-Barakaat Sweden. The Swedish government was initially reluctant to listen to the Somalis' claims of innocence, but the case generated widespread publicity in Sweden and, as the New York Times reported,``prominent Swedes defied sanctions regulations by taking up a collection for their legal fees'' (Schmemann, 2002) . It has further been reported that the US Treasury sent the Swedish government a list of twenty-seven pages to prove the case against the men. However, of these,``twenty-three pages were news-release material; a packet of background documents on al Barakaat, including a statement by President Bush on al Qaeda'' (Cooper, 2002) . The Swedish government's requests for further proof from the US Treasury remained unanswered, and the Swedish authorities declined to press criminal charges against the men. In August 2002 the men's names were finally removed from the UN sanctions list. (12) In the war on terrorist finance, the migrant workers who have suffered from the closing down of al-Barakaat and the scrutiny of other money-transfer networks are considered``collateral damage'' by the US Treasury (Scott-Joynt, 2002 ). The US government has acknowledged the important functions of the hawala networks, and hearings held before the US Senate in November 2001 saw testimonies which emphasised the social and economic functions of hawala for migrant communities. (13) However, the crackdown on informal money-transfer networks as a result of September 11 has made it more difficult and more costly for migrant workers to remit money, and has left migrant workers looking for formal banking channels to remit funds (World Bank, 2003, pages 165^172) (BBC, 2002) . Rob Nichols, Deputy Assistant Secretary at the US Treasury, acknowledges that the closing of informal money-transfer networks such as al-Barakaat is``causing much grief''. Nichols calls these effects of the war on terrorist finance regrettable but necessary, and told the BBC:``It may require folks to find alternatives, but we simply cannot allow a pipeline to al Qaeda to exist'' (quoted in Scott-Joynt, 2002) .
Conclusions
David Campbell has argued that the war on terrorism relies on a structure of understanding enmity and security which bears striking resemblance to the understanding of good and evil in the Cold War era.``[T]his structure means '', Campbell (2002, page 6) writes,``that abuses and atrocities equal to or greater than the original crime that put us on this new path will be overlooked and tolerated, so long as the strategic goal remains in focus. _ Struggles unrelated to the global threat will nonetheless be cast as compradors of international terrorism, repressive policies will not be questioned, and those that dare criticise this complicity will be labelled fellow travellers of the terrorists.'' In the USA and its allied countries, Campbell (page 7) argues further, most of the measures taken in response to the September 11 attacks``are directed against foreign others''.
In this paper I have argued that the representation of hawala as a foreign, dark, and illegal system at al Qaeda's disposal has helped to draw the lines between good and bad in the war on terrorist finance. Hawala as a discourse of financial deviance has legitimised repressive policies, including the targeting of Somali money-transfer businesses (13) Acknowledgments of the important functions of hawala with respect to migrants' remittances can also be found, for example, in a report detailing treasury action with respect to the Patriot Act (US Treasury, 2002) . This report argues that US action with respect to hawala is consistent with the Abu Dhabi declaration, which was drawn up during an international conference on hawala organised by the Central Bank of the United Arab Emirates in May 2002, attended by government officials, central bankers, and representatives of the IMF and the United Nations. The Abu Dhabi declaration recognised the need for a better understanding of hawala and emphasised its positive aspects, while recommending its regulation (http://www.cbuae.gov.ae/Hawala/Hawala1Presentations.htm, accessed May 30, 2002). Nevertheless, the US Treasury report criminalises hawala and details cases where unlicensed remittance brokers have been investigated and prosecuted.
in the USA and Sweden and the disruption of remittances to one of the poorest countries in the world. It has to be made clear that I do not argue that al-Barakaat and other informal money-transfer businesses are never used for criminal purposes, including money transfers by (potential) terrorists. However, it has been proven that al Qaeda's members have made use of both Western Union money-transfer services and of ordinary checking accounts in US banks. In this context, the raids on Somali individuals and businesses illustrate how measures taken in the wake of September 11 target foreign others, while measures against Western financial institutions that allow money laundering, tax evasion, and financial exclusion of migrant communities remain weak.
Indeed, it can be argued that the best way to undermine hawala networks is to legally require mainstream banks to offer accessible and cheap money-transfer services and other financial products to migrant-worker communities. For example, in response to evidence of money laundering through hawala networks in Saudi Arabia, the Saudi Arabian Monetary Agency``has encouraged Saudi banks to meet the challenge of creating fast, efficient, quality and cost-effective fund transfer systems _ that cater to the special needs of the expatriate workers'' (Al-Suhaimi, 2002, page 78) . In the USA and the United Kingdom, however, the big international banks such as Citibank and Barclays are decreasingly welcoming low-income clients, and are concentrating their product development on clients with substantial resources to save and invest (Leyshon and Thrift, 1997, pages 225^259) . In contrast, the credit unions and the ILO have recognised remittances as an important political issue, and are encouraging the development of cheap and efficient international money-transfer networks. The World Council of Credit Unions (WOCCU) is developing a remittance network which provides cheap and reliable money-transfer services to its members. (14) This network, called IRnet, operates between US credit unions and forty other countries, and allows migrant workers to send, for example, US$1000 to Mexico for a fee of US $10 ö much lower than fees charged by most money-transfer businesses. However, the development of IRnet and other WOCCU initiatives receive little governmental support, and John Herrara (2002, page 4) of WOCCU pleaded with the House Committee on Financial Services for regulatory changes, including permission for credit unions to serve nonmembers.
In the war on terrorist finance, the US government has tried to provide a particular kind of security which has relied on the identification of hawala as the problem.` [ B] ecause security is engendered by fear'', Michael Dillon (1996, pages 120^121) writes,``it must also teach us what to fear when the secure is being pursued ... . Hence, while it teaches us what we are threatened by, it also seeks in its turn to proscribe, sanction, punish, overcomeö that is to say, in its turn endanger ö that which it says threatens us.'' Discourses of hawala teach that what we are threatened by, in a financial sense, is a dark and criminal underworld of hawala networks, which must be expelled from US society. However, this discourse has led to the underestimation of the complexity of the task of paralysing terrorist financial networks. Because it relies on a simplistic distinction between`us' and`them' ö between normal finance and the deviance of hawala ö the war on terrorist finance fails to recognise the multiple and complex ways in which Western banking lends itself to criminal activity. Meanwhile, remittance networks are needlessly criminalised, and initiatives which tackle the financial exclusion of migrant communities fail to receive the necessary policy support.
